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OBO3HAYEHUSA N COKPALIEHUSA

B nHacrosmem JAOKYMCHTC IPUMCHAOTCA CICAYIOIINC 0003HAYECHUS U COKpalICHUA:

AB3 — aHTUBUPYCHAas 3alUTa

APM — aBTOMAaTHU3UPOBAaHHOE pabodee MEeCTO

UCIIAn — MH(OPMAIIMOHHAS CUCTEMA MEPCOHATBHBIX TAHHBIX
OC — OTIepaIOHHAs CHUCTEMa

[1/1n — IEPCOHAJIbHEIE TaHHbIE

[IMB — IPOrpaMMHO-MaTeMaTHYECKOE BO3ACHCTBUE

1o — IMPOTpaMMHOE 00eCIIeYCHUE



1. OBIIME NNOJIOKEHUA

1.1 Hacrosimass MHCTpYKLMS 110 OpraHU3allid aHTUBHUPYCHOM 3ammuThl (nanee — WHcTpykuus)
onpenenser TpeOOBaHUS K OpPraHM3allMU 3alIUThl HMH(GOpPMAIMKM OT pa3pyllAOLIEro BO3AECHCTBUS
KOMIIBIOTEPHBIX BHPYCOB B MYHHIMIIAIbHOM OIOPKETHOM JOLIKOJBHOM 00pa30BaTeIbHOM YUPEKACHUU
netckuii cax Nel4 «Ilentp pasButus pebeHka «300ToH KIIFOUHK» T. bearopona (mamee — Yupexaenue),
a TaKKe YCTAHABIMBACT OTBETCTBEHHOCTb COTPYIHUKOB, SKCILIyaTHPYIOIIUX M COMPOBOXKIAIOIINX
MH(POPMALIMOHHBIE CUCTEMBI.

1.2 llensmMu  3amuTbl  SBASETCS  MPOTUBOJACHCTBHE  Yrpo3aM  HECAaHKLIMOHHUPOBAHHOTO
YHUUTOXKEHHSI, OJIOKMPOBAaHUs, MOAM(PUKALIMH, KOTUPOBAHUA MHPOPMALMN WIM HEHTpanu3aluu CpesiCTB
3aIUTHl THGOPMAIIHH.

1.3 B memnsix mepeKphITHS BCEX BO3MOXKHBIX KAaHAJIOB NMPOHUKHOBEHHUS BPEIOHOCHBIX MPOTPaMM
B UCII/lH aHTHBHpYCHOE MpOrpaMMHOE OOecIleueHHe JODKHO NMPUMEHSTHhCS Ha aBTOMAaTH3MPOBAHHBIX
pabounx MecTax, cepBepax, CpelICTBAX MEXKCETEBOr0 SKPAHUPOBAHMSA, MPOKCHU-CEPBEpaX, MOYTOBBIX
IITI03aX, MOOWJIBHBIX TEXHUYECKUX CPEICTBAaX M MHBIX TOYKAX JOCTyNa B MH()OPMAIMOHHYIO CHCTEMY,
MOJIBEP’KEHHBIX 3apa)KeHUIO BPEAOHOCHBIMU MPOTpaMMaMu yepe3 ChbeMHbIe HOCUTEIN MH(OpMaLUU WU
CEeTeBBIC MOKIIOUEHUSI, B TOM YHCIIE K CETSIM OOILEro MOJIb30BaHMs (BIOKECHHUS IIEKTPOHHOM MOYTHI, BEO-
U IpYyTUE CETEBBIE CEPBUCHI).

1.4 K ucnons3oBanuto B UCIIJIH nomyckaroTcst TONBKO JIMLEH3MOHHBIE aHTUBUPYCHBIE CPEACTBA,
KyIUICHHbIE Yy pa3pa0OTYMKOB (IIOCTABIIMKOB) YKa3aHHBIX CPEACTB M NPOILEAIIME B YCTaHOBICHHOM
MOPSJIKE IPOLEYPY OLEHKHU COOTBETCTBUSI TPEOOBAHUSAM 10 O€30aCHOCTH.

1.5 VYcraHoBka, KOHQUIypUpOBaHHME | YINpaBICHHE CpPEACTBAMU AHTUBHUPYCHOM 3alHUTHI
OCYILECTBIIIETCS OTBETCTBEHHBIM 3a oOecreueHre 0e30MacHOCTH ePCOHANIBHBIX TaHHBIX.

1.6 Ilocne ycraHoBKkM U HacTpoilku cpenctB AB3 B 00s3aresibHOM MOPAIKE JOMKHO OBITh
MPOU3BEIAEHO TECTHPOBaHUE cucTemMbl AB3.

1.7 OTBeTCTBEHHOCTh 3a OPraHM3aLUI0 U MPOBEACHUE MEPONPUITUA aHTUBHUPYCHOI'O KOHTPOJIS
B COOTBETCTBHUM C TpeOOBaHMAMM Hactosuied MHCTpyKuuMu BO3jaraeTcss Ha  OTBETCTBEHHOT'O
3a o0ecnieyeHre 0€30MaCHOCTH MEPCOHAIIBHBIX JTaHHBIX.

1.8 OTBeTCTBEHHOCTb 3a €)KEIHEBHBIH AHTUBUPYCHBIM KOHTPOJIb B IpOLECCE SKCIUTyaTaluH
UCTI/In u cBoeBpeMeHHOE HWH(GOPMUPOBAHUE OTBETCTBEHHOTO 3a o0ecreueHue O0e30MacHOCTH
NEPCOHATIBHBIX JAHHBIX B CiIy4ae OOHapyXeHHs [eHCTBUH BPEIOHOCHBIX IPOrpaMM BO3Jaraercs
Ha nonib3oBareneit UCITJIH.

2. PEAJIN3AIIUA AHTUBUPYCHOM 3AIIUTHI

2.1 ExenHeBHO, MpU 3arpy3Ke KOMIBIOTEPOB, B aBTOMAaTHUYECKOM PEKUME JOKEH MPOBOIUTHCS
AHTUBUPYCHBIN KOHTPOJIb BCEX JEKTPOHHBIX HOocuTener napopmanuu [1/1H.

OO0s13aTennbHOM TIPOBEpKE B MacmTabe BpeMEHH, OMM3KOM K peajbHOMY, TMOJICKAT JHOOBIC
00BEKTHI ((hailsibl) U3 BHEIIHUX MUCTOYHHKOB (CHEMHBIX MAIIMHHBIX HOCHUTENECH MH(pOpPMAalNHU, CETEBBIX
MOJKITIOYeHUH, B TOM YHCIE K CETSM OOIIEro MOibh30BAHMS, W APYTUX BHEIIHUX HCTOUYHUKOB) IMPHU



3arpy3Ke, OTKPBITUH WIM UCTIOJIHEHUH TakuX (haitiios.

2.2 HacTpoiika cpeCTB aHTUBUPYCHOM 3alUThI JOJKHA PEaIU30BbIBATh CIAETYIOIUE (PYHKIUH:

HEIpephIBHBIA aBTOMATUYECKUI MOHUTOPUHI MHpopmanuoHHoro oomena B MCIIIH ¢ uemnsio
BBISIBIIEHUS [TPOrPaMMHO-MaTeMaTHUeCKOro BO3AECTBYS;

aBTOMAaTUYECKYIO MPOBEPKY HAa HAJIMUYUE BPEAOHOCHBIX IporpaMMm win nociexactsuilt [IMB npu
umnopre B UCII/IH Bcex mporpaMMHBIX MOIYNeH (MPUKJIAAHBIX IPOTrpaMM), KOTOPbIE MOTYT COAEPIKaTh
BPEIOHOCHBIE IPOIPAMMBI, 110 UX TUIIOBBIM IIA0JI0OHAM U C IIOMOIIIBIO IBPUCTHUECKOTO aHAJIN3a;

peanu3anuilo MEXaHM3Ma aBTOMAaTHYECKOro OJOKHpOBaHHMS OOHApY)KEHHBIX BPEIOHOCHBIX
IIPOrpaMM IIyTEM UX YAAJIEHHs U3 IPOTrPAMMHBIX MOIYJIEH NN YHUUTOKEHHUS;

aBTOMATHUYECKYIO MPOBEPKY KpUTHUeCKuX oOsacteii APM u cepBepoB, TakMX KaK CHUCTEMHas
HaMsTh, 3aTPy304HbIE CEKTOPHI IUCKOB, 00BEKTHI aBTO3ammycka, karajgoru OC «systemy u «system32» npu
kaxxaom 3anmycke OC;

MOJIHYI0 aBTOMATHUYECKYIO MPOBEpPKY Hocutene mHpopmanuu Bcex APM u cepBepoB He pexe
OJTHOTO pa3a B HEJEJIO;

OTIOBeIlleHHE B MaciiTabe BpeMeHH, OJIM3KOM K pealibHOMY, 00 0OHapyXEHUU BUPYCOB.

2.3 dailnpl, HOMeIaeMble B 3JIEKTPOHHBIA apXHB, JOJDKHBI B 0053aTE€IBHOM MOPSAAKE MPOXOAUTH
aHTUBHUPYCHBI KOHTpOJb. [lepuoanueckue NMPOBEPKH DICKTPOHHBIX aPXHMBOB JOJDKHBI IPOBOAUTHCS
HE pEeXKe OTHOTO pa3a B MECAIL.

2.4 VYcranapnuBaemoe [1O nomkHO OBITH TPEIBAPUTEIHLHO MPOBEPEHO HA HAIMYUE BUPYCOB.
Henocpencteenno nocine ycraHoBkd [10, nomkHa ObITh BBIOIHEHA aHTUBUPYCHAS ITPOBEPKA.

2.5 IIpy BOZHUKHOBEHMH IOA03PEHUS HA HAJM4YUE BUPYCa JOJKHA OBbITh IPOBECTU BHEOUEPEIHYIO
AHTUBHPYCHYIO poBepKy APM.

3. OBHOBJIEHHUE BA3bI JAHHBIX IPU3HAKOB BPE/IOHOCHBIX [TIPOI'PAMM

3.1 OOecneueHne akTyaJdbHOCTH 0a3bl JaHHBIX MPU3HAKOB BPEIOHOCHBIX IMPOTPAMM
IPOU3BOJAUTCS NEPUOAMUECKUM UX OOHOBIeHHEM. [lomyueHune 0a3bl JaHHBIX JODKHO MPOUCXOIUTH U3
JIOBEPEHHBIX HCTOYHHUKOB.

3.2 OOHOBIIEHUE JAOIDKHO MPOUCXOANTH B aBTOMAaTHYECKOM PEXHME C MOTYYCHHEM YBEIOMIICHUMA
0 HE0OXOIMMOCTH OOHOBJICHHUS 1 HEMOCPEICTBEHHOM OOHOBIICHUH 0a3bl TaHHBIX.

3.3 JlomkeH OCYyLIECTBIATHCS KOHTPOJIb LEIOCTHOCTH OOHOBICHHMH 0a3bl JAAHHBIX NPU3HAKOB
BPEIOHOCHBIX IIPOTPaMM.

4. ITPABA 1 OBA3AHHOCTHU COTPYIHUKOB

4.1 OTBeTCTBEHHBIH 3a 0OecTieueHre 0€30MaCHOCTH MEPCOHATBHBIX TAaHHBIX HECET MEePCOHATBHYIO
OTBETCTBEHHOCTh 32 OPTaHU3alMIo U ocyiecTBieHne AB3.

4.2 PykoBoauTenb Mompas3ieleHusi 00s3aH OCYIIECTBIATh MOCTOSHHBIA KOHTPOIb BBIMOJHEHUS
nonb3oBarensasmu UCITAn npaBun UHCTpyKIIKH.

4.3 PyxoBonuTeNb MoJpa3AesieHns UMEeT NMPaBo OOpaTUTHCS K OTBETCTBEHHOMY 3a oOecriedeHue
0€30MacHOCTH TEepPCOHAJIbHBIX JaHHBIX 3a OKa3aHMEM METOJUYECKONM M MPaKTUYECKOW IOMOLIN



B obecrieuennu AB3.

4.4 Tlonw3zoBarens MCII/IH o06s3aH ymocToBepuUThCs, 9YTO Ha APM yCTaHOBIEHO M aKTHBHO
antuBupycHoe I[1O. B ciywyae ero OTCyTCTBHSI HEOOXOAUMO H3BECTUTH 00 ITOM OTBETCTBEHHOTO
3a obecnieyeHrne 6€30aCHOCTH MEPCOHAIIBHBIX JTaHHBIX.

4.5 Tlpu mofo3peHHH Ha 3apakeHHe BUPYCOM WM ero oOHapyxeHuu mnons3zoBarens WCIIAx
JOJKEH MPUOCTAaHOBUTH paboTy Ha APM ¢ nmocneayromum ero BeikioueHueM. [locne yero HemMeasieHHo
co00mMUTh 00 3TOM OTBETCTBEHHOMY 3a oOecredeHue Oe30MacHOCTH MEPCOHANbHBIX JAaHHBIX WU
PYKOBOAMTENIO CBOEro mojapaszesieHus. Bo3oOHoBieHHe paboThl BO3MOKHO JIMIIL IOCHE TOTHOM
HEUTpaIU3alu yIPO3bL.

4.6 Ilomp3zoBarens WCII[AH mpu pabore co cbheMHbIMH HocuTensimMu uHpopmarmu (flash-
HAKOIUTEH, TUCKETHl 3.5”, onTudeckue AUCKH, >kecTkue aucku USB u T.4.) 00si3aH mepen HauajioM
paboThI OCYIIECTBUTH UX MOJHYIO MMPOBEPKY HA MPEIMET HATHYHSI BPEIOHOCHBIX MTPOTPaMM.

4.7 3amperiaercsi COXpaHATh (CKauMBaTh) U OTKPHIBATh BJIOXKEHHS U3 MHCEM SJIEKTPOHHOMN MOYTHI
OT HEW3BECTHBIX OTIpaBHUTENEH. Eciam oTnpaBuTeNh M3BECTEH, TO HEOOXOAWMO YTOYHUTH Y HEro (paxt
OTHpPaBKM TNHCbMa JIMYHO, IIOCJAE€ YEro COXPAHWUTh BJIOXKEHHE U Mepel OTKPBITUEM IPOBEPUTH
aHTHBHPYCOM.

4.8 Tlpu mosiBICHUH TIOOBIX MPEIyNPEKIAIOMUX Ccoo0meHnid (coobmenus 00 oOHapyXeHUH
BUpYyCa, HMCTEUYEHHUS CpOKa JIMIEH3WH, O HEaKTyaJbHOCTH Oa3bl JaHHBIX IPH3HAKOB BPEIOHOCHBIX
nporpaMM) HEOOXOAUMO COOOMMTH 00 S3TOM OTBETCTBEHHOMY 3a oOecreyeHne Oe30MacHOCTH
MEPCOHATBHBIX TAHHBIX.

4.9 Tlonp3oarens UCIIIH, B ciy4yae ciry)keOHOH HEOOXOAMMOCTH, MUMEET IPaBO OOPaTUTHCS
K OTBETCTBEHHOMY 3a oOecredeHre Oe30MacHOCTH MEePCOHANIbHBIX JTaHHBIX € MPOCh0Ol O BpeMEeHHOMH
IIPUOCTAHOBKE aKTUBHBIX KOMIIOHEHTOB U 3a1a4 AB3.

5. OTBETCTBEHHOCTbD 3A HAPYIIEHUE TPEGOBAHUI HHCTPYKIIUU

5.1 Kaxnpnii nonb3oBarens MCII/IH HeceT mepcoHalbHYIO OTBETCTBEHHOCTb 3a HapyllIeHHE
TpeboBanuit UHCTpyKITHH.

5.2 Hapymenne tpeboBanmii MHCTpYKIMU SBISETCS YpE3BBIYANHBIM MPOUCIIECTBUEM U BJICYET
3a c000¥ OTBETCTBEHHOCTb, MPEAYCMOTPEHHYIO ACHCTBYIOIINM 3aKOHOAATEILCTBOM PO.



